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s [ 2] R ) e S MR sl AR R A (o s [

i (B 1y e R TE B AR AR A B S IR - Bl TR SCRE E AN
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b. SFJE5EE R 5K SR 2 (5 A Y bR IR e L R S B A AR AE Rt -
R T LR -

C. JEF:E RGPk A A FIR JE WG s BB Y AR E -
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B2 L AR T B -
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o AXMHEHET.2% 7.5 HiFTHIRAVHM
o HURIEAE
o EMHEEHE
o JHH FEETAHE BB
s HRESMEMEBFRNEBZTEL I HEHAR (HARETR
=)
o R E I RAY L% TA H BB B 4 E A AR
o BEEHRNHEGREY TETIE HESIEMN AR
o HEFE 53 AR A AR E 0 R R R A — B it
o MiBfma RN BIRF B SR ER AL
o BV KA RAE T HFERRE EREE
o TSN ACTE RS s RO E R R A BUN E T E 5 IR
o BERNUEGHENRAER - Al RTIELES (XML)k
o HEFE
e Representation Terms F1 Primitive Data Types 2 597 £ 12
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7.2 JEMRGEES T ENHEHE
LHA#EHE BRI RBELTE |H=E
RRRE
(BEFXH
RB1) "/
B ?
TEF BB T —HRIN & R 7 ST EIHETT /N AT BE R HETT S 48 R 75
AN RE R & SOAP v1.1 5 SOAP v1.2 E?iﬁﬂj ’ Eﬁ%fﬁﬁﬁ%éﬁ%&%é
(simple functional e 5 R wmél%lénﬁfﬁﬂﬁﬁf%ﬂé% (WS_-
) o & BRSP) EuEM#E2E (Basic Profile)
|ntegrat|9n inan WSDL v1.1 5% WSDL v2.0 v1.1 > Basic Profile v1.2 © Basic
open environment) o . N p
FE 1§68 325 0 L 95 1 8 1 Profile v2.0 - & » Gt EHfE{T/1N A
(4N F 2 it e . JEFE At MR 2 45 T Y WS-BRSP Ak
et Eael | (CUAME) UDDI V2 BRI A 25 4 7 40 4 R 7S 11 37
%) UDDI v3.0.2 FI{EAARF BEE -
55 3 7 Ui R 75 ) B 1Yk
OpenAPI v3.0
TEFA A R 2E | ebMSv2 EFTE A | SRS 2R T A 2 LAY ]
X EEIRR ASA-Profile vL.0 of ebMS v3 MHEARVZOK | SRR S HARR 28 - 40758 A 48 4& I %5
T JER RME ' G EM 245 - IR IR TE
A SERYER S AT LB EE A ebMS 2 E Ho it wy i 5
: FEAVAR &Y R 3 -
(Reliable message
exchange between
application systems
in an open
environment for
business document-
oriented
collaboration)
{5 418 =0 R et a5 F A EE B LA = A
HE
= Open Virtualization Format
(Portable virtual (OVF) v1.1.0 (ISO/IEC
machine 17203:2011)
package)
ESS == N NAEH O MRS e
b7 [ B A S |
Content Management
(Application Interoperability Services
interface for (CMIS) v1.1
content
management

systems and
repositories)
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J& FH 2248 2 [E1HY =R BT ek =
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REERRR Advanced Message Queuing
(Asynchronous Protocol (AMQP) v1.0
message e e a3 S "
exchange SISt
between Message Queue Telemetry
application Transport (MQTT) v3.1.1
systems)
7.3 EHUH A A T A EEE
O R E BB R HEEESHE |HFH=
RARRE
(BTFXR5
wRBI) ]’
& ?
HYXAEEANE | —RHERE HO RS SR s WA HE 5 F A2 =5 48 5 B AE A4
Hvertext Web ARFTREEIEN HTML HutAMERE T AR EHEE NS &
ypertext e XHTML A - {130 O DL 2 1 25 43
content) 1 R S S B 8 A
B oo
R TR ECMA 262 T2\ 5.1 | &
= hi
(Client-side
scripting)
S B SRR — & B Y3 85 hie i IR REES (HTML) #&5
Fg KFETREBIER HTML Al RN SNNEREE - EBE

(Document file type
for content

XHTML

PDF v1.2, 1.3, 1.4, 1.5,

H R B e A S N E A B T
& o MFTID E DU 8 S Y A AT
AR st A 1 H SR R Y S8R

publishing) 1.6, 1.7 (1SO 32000-1) &
2.0 (1SO 32000-2:2020) LA PDF 8 =@ m S N B BT N 5 42
3 P BH U A H (A (R A
B - AT EAEE - WER A
T A B A R A
(BTG txt HSEE LD | BECATEREES (HTML) #8=
B HE w2 VL6 ARG BRI = - i B T A3

B S YA T RO AT 5 B i SRR
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ETO)
.doc (Word 97 5 LI1& R
AFrE AT Word 97 f§ %
&)
.odt (f§#% OpenDocument
1.0 #y OpenOffice.org
v2.0 fEZEAE =)
.docx (ISO/IEC
29500:2008)
.ppt (PowerPoint 97 514
1% WA T (52 FH HY
PowerPoint 97 f&Z % =()
.0odp (fE#% OpenDocument
1.0 Ay OpenOffice.org
v2.0 fEZEE )
.pptx (ISO/IEC
29500:2008)
xls (Excel 97 5% L)% ff A<
T (s F Y Excel 97 f& 2548
)
.0ds (#§#% OpenDocument
1.0 Ay OpenOffice.org
v2.0 fEZAE )
xlsx (ISO/IEC
29500:2008)
PDF/A-1a (I1SO 19005-1
Level A)
PDF/A-1b (1SO 19005-1
Level B)
IR S 1E PDF/A-1a (1SO 19005-1 e AL R Ry PDFIA FE Z A8 UF
FEREE Level A) RIHAGRE - DIEREFER R

(Document file type

PDF/A-1b (1SO 19005-1

AT DAFHL
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EE RS S S STREA S (A htm it
AFTREEAEN HTML 400 - docx B ) B - B
Formatted document | XHTML ' ' 5 IS e
IEiIetype - 018 7 £ A 3 A S O
SN y SR U= = N
collaborative editing) .doc (Word 97 ﬁu\{%ﬁfi @mx?z%aﬁ@#ﬂ%zt (1
P (s FH 9 Word 97 #% % W .odt) HETTREZE R -
=) S SABRES (HTML) #55
.docx (ISO/IEC 29500-1) KIS S > S AJNEDLE F 2
B o 0V AT AR AR e R SR
odt BHIHE: -
EHPRREGERANFERAZEK
R i BE A [E— 2 M AR [E bl
KEF » F5EE SR FRER
R o A3 R W fe] iR i LE R R > &%
J&) B Bl FTEE 275 Rl BUN & s RH 48
BEM N = 55 2006/5 SR H
(Guidelines for exchanging
electronic documents) -
o R SLE G | ppt (PowerPoint 97 EELL | 7 4158 1 AR R R U AT

A A R 1 ZE A% 3

(Presentation file
type for collaborative
editing)

& R A B R Y
PowerPoint 97 f& Z #& %)

.pptx (ISO/IEC 29500-1)

.odp

ONEERAE o (DU T R
A HAYAE R (]

40 .ppt ~ .pptx) FHEMF - H
T 0 AT B R SR AT I N
> 0] DARZ SR RO R B S 3
(fl4n .odp) HEITREER A -

B P ROR G A FE YA =5
PREEah > B A [A] — 2 ma Y A (5] Fi
K > oA T A FED
R - A B A0 o R s SE R R &
[5 e B P 5% 2 2% B BUR & sRRHS AR
Bift N =5 2006/5 SR HE
(Guidelines for exchanging
electronic documents) -
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- .ods AR EREC (B4 .ods) HEITIEZE
editing) N
e A -
577y bR {E Comma-
Separated Values (CSV) M P ROR & A FE RS =R
X FREE R i B [E — 2 am Y A [E] i
ARG - G5 RA TR FEEN
fERE - A R Al ek s e R &
Ja) K BB 35 2 2% pil BUN & R 4
Eipk A= 5 2006/5 SR E
(Guidelines for exchanging
electronic documents ) -
&l [ 52 1 2 Jpg - HIFERHELNE | 2

-2

(Graphical / Image
file types)

&

.gif v89a - FHERHESL
HYE 5 - WD &G
AR BA G ELR

HfVE - A RETER
W E

png R - BEMRE gif
v89a lfi £ ik B /= A BE 4 I
75 B P2
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FRFE N4 £ — ik M HKSCS- R A 25 42 (it & JE 1E SR N OE 2 5
2004 - HRAHSCEGEE A S PR Y 4w S A% = -
(Character sets and ZUETE (thr 2 A IR R
encoding for Web 4 A ISO/EC 10646 ISO/IEC 10646 [ % 4 i 122 2 By 4L
e gy 5 R HKSCS- 5 R HERE R T ) 6 E T AR IL
2004 Fry o SR A 48 i 1T TR B
48wk ooh A £ H & — 1 (ISO/IEC
ISO/IEC 10646:2011 - 10646 = UTF-8) - 5F " HE A
R o B3 LN A 4R S B R s B . (AR 3R 3
(FXABEHRBREHACH WD) HIEZSEE R 2%
A ISO/IEC 10646 M https://www.digitalpolicy.gov.hk/e
;z;if);z% REFHR n/our_work/digital_government/di
gital_inclusion/accessibility/doc/te
chnical_notes.pdf
% B ¥ 1 % (IICORE) 2
ISO/IEC 10646 [5] [ 4 65 12 4 11y
Bk T REHNFER) > BHEH
ZFRFAVEE Mm% - ICORE E
£ ISO/IEC 10646:2003 % —1{&ET
Fidhgs 2 > AR IICORE WY %5%
% Bl e =
https://www.ccli.gov.hk/tc/iso1064
6/iicore.html -
Hirar < | ASClHl - HAREXHNESR | & E#EAEL T NERMEEEAE
NEANFITE |0 {4 9K 2 51 BH ST B BR Y 4R T AR
4 i A (BIaIFE XML 24 PL<?2xml

(Character sets and
encoding for other
types of information
exchange)

ISO/IEC 10646:2003 K H
£ —EsTHRK f1 HKSCS-
2004 - HAHCEFETA
Bt (PXAE RRER
F L4 A ISO/IEC 10646
MENPFH@BIH KR
FREN T/ HKSCS-
2004)

ISO/IEC 10646:2011 -
FH A o S E3E XN A 4 T
(P XABEHRREKHCSH
A ISO/IEC 10646 fE:#Ef
HHEBYH - REFRE

P SR

NFR/F)

encoding="UTF-8'?> 2} BH % =7 { &
PL1SO 10646 UTF-8 R = 4mfE ) -

ISO/IEC 10646 [ [% 4 5 15 A& F St
SO SE R R AR T A E B
%R EE Rl SR I ) 8 E T AL
MY Z 8 BT B R E) Z R b 7K
HRMXBBANERMHSE 85
(ISO/IEC 10646 = UTF-8) - H#
T HE B KRR, (H
RBLIESR ) WEZHET 2%

https://www.digitalpolicy.gov.hk/e

n/our_work/digital_government/di
gital_inclusion/accessibility/doc/te
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Wrh & - R IICORE By %&f
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https://www.ccli.gov.hk/tc/iso1064
6/iicore.html -
S B 2ip =
(Compressed files) .gz v4.3
7z
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(BT 1SO 9660:1988 fistiym | 72 TS B B b U 9 1 3 A
Bl) MEFHEZ | SEE (CD-ROM) #fe B FAT12 - FATI6 -
S S 5 > o
gﬁiﬁﬁ&ﬁﬂnﬁ@ﬁ ISO/IEC 13346:1995 &=, FATS2 J exFAT a2l
i [y e R (DVD-ROM)
(Removable storage e .
media for receiving TEB*PEEE%% (File
Allocation Table )
documents under the o
ETO) (FAT) #2119 38 FF o 51
MHE(USB) KA R FEFEH
i
= Apple Quicktime iy Apple £ 2016 F=F R~ H
o (.qt, .mov, .avi) “QuickTime for Windows” £
(Animation)

HTML5

EH > W H AR E ST
Windows & FHY R -

ARIN S BRI F TS
A5 708 5 ) e 5 R 1 B30 & 182 55 55
QR OEIEASEN R 19 R7E - {4
) > MARENE > WEREMKET
HA BE R Ry A
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ARRE
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BBlI) B
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FEE g MPEG-1 (ISO 11172) - H | & BRNERMEEEERA TS
(Moving image and INCSERIE: 33 45 78 5 1 e R B 4 2 8 5
ERANN K e
audio/visual) .mp3 (I1SO 11172) — AR {;?mﬁjﬁ{gggggﬁiiiir
THH 7 A R 4
MPEG-4 (1SO 14496) — F
NS ERIE: 323
JEBR 4 R A =0 (wav) —
EED =3
o Ey e LAY B 3 4 R
75 (flac) - &S
EE B Real Audio / RealVideo = BRINEIR ML HE EMER P &S
(Audio / video (.ra, .ram, .rm, .rmm) H A5 78 5 ) i A R B 4 A RS B
streaming) Windows Media #& = (B T SLIGEAE T B £
J f g B > TABEHEE » WERE T
(-asf, .wma, .wmv) S O B AR M -
MPEG-4 (1SO 14496)
B W3C i A RE S FRERY | XMLAFPOAFEMFERH XML 1.1
55 RS EE (XML)f#Z.0 TAE/NH ) E ERMENY | BVHT I IIAE > FEAIE XML 1.0 X2
= #Y XML Rz AH BH R A% XML %51 & o 3l 35 S HEORPT B FH Y XML g Ay
(E-Business JavaScript $f £ F oA LR fi?};}jﬁ% XML 1.0 Al XML 1.1
document / data (JSON) =
message formatting
language)
XML &EfEmyitat | XML &R (XML EERS
(XML schema Schema) 1.1 - FARNEIE | FFAMEED
. FEAEER [EEELER]
definition) XML & s
SHTE XML % P 5E 1 - "
DTD - AN FXHEE
ENENAN
Y= RSS 1.0 5 RSS 2.0 & BRIN Bt 0] 5 B EE
(Content RSS 1.0 5 2.0 - [ff A& H = HIl FE HiE

syndication)

PREEFIEY RSS Fel 3 25 A [F] Ry S48
RSS 1.0 J% 2.0
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(Typography for 2.0 HHFHREREREHBEZ X
the Web) Web Open Font Format > REAEREA -
(WOFF) File Format 1.0
or 2.0
HIE Kk IFHEFRE iCalendar g Z 1% = (Bl /& =
B DL.ics Ky Bl FE SRS 22)
H e S Y 4 ISO/IEC 19987:2017 EPC | &
FHAIIL Information Services
. (EPCIS) Standard
(Physical or

Digital object
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and sharing)
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BEELH
FRAR
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BRE1) =X
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SR ot P B
T BB Bt R 2
] 408 45 Hk 755
(Digital
Geographic Data,
Metadata and
Geospatial Web
Services)

GML 3.1.1 (fE¥fJE 1SO =
#) and 3.2.1 (fH5 1 1SO
19136:2007)

Geography JavaScript
Object Notation
(GeoJSON - RFC 7946)

GeoTIFF 1.1
Specification

ISO 19115:2003
(Geographic
information — Metadata)

ISO/TS 19139:2007
(Geographic

information —

Metadata — XML schema
implementation)

OGC Web Services
Standards:
- OGC Web Map

Service (WMS) 1.1.1
and 1.3.0

- OGC Web Map Tile
Service (WMTS) 1.0.0

- OGC Web Feature
Service (WFS) 1.0.0,
1.1.0 and 2.0.0

- OGC Web Coverage
Service (WCS) 1.0.0,
1.1.0,1.1.1,1.1.2 and
2.0.1

- OGC Web Processing
Service (WPS) 1.0.0

- OGC Catalogue
Service for the Web
(CSW) 2.0.2

ISO 19111:2019
(Geographic information -
- Spatial referencing by
coordinates)

&

DA b 7 b e 3t B B % ~ T R
b PR 72 ] 4 48 AR 5 =2
International Organization for
Standardization (1SO) K. /= the
Open Geospatial Consortium
(OGC)HH - .

R > EEMBBELEFEER
BEHEZR N - RRfE B HR E AL
] B8 e S5 B | R D S TR
G e ZE R - AR
F KR HPTZ 2 REREEE
EE 12021 sk =M BBELEEE
FFETLEE
https://geoportal.landsd.ccgo.hksar

g/csdi/main/ (FEE4E) -
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2R [o] FE ISO/IEC 18004:2015 =

(Quick Response
(QR) Code)

[V E 25 (5 B AT Sensor Web Enablement 5
(SWE) Common Data

(Sensor . Model Encoding v2.0
Information

Exchange)

4 RS T 5 I i fe e e =
]

Encrypted Media
(Media delivery Extensions (EME)
interface for the
Web)

HEE G (JEH Scalable Vector Graphics | &
HEHN L% (GIS) |vi0orvi.l
ERNEENST

(Vector graphics
(non
GIS/mapping
application))

S HEERRF AU SR TRIRAS R T ST AT R - R PR A AR 2 PR AR
15 (BT RSN UETHRIRREM - b BHRS R TR H i BBES
AN T R A -
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BRELH
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(Secure exchange
of messages in a
Web Services
environment)

(fl4n = #FIA
P44k (DP) %5 85
PR 48 48 e %5 1R
LA E ] %
SO

WS-Security 1.1 5 WS-
Security 1.1.1

&

STEIHETT/NHTEFE VIS B OASIS 48
IR TS L Y E R i Z B & (OASIS
Web Services Security
Maintenance (WSS-M) TC)Hy &=
R W% EE GBI E

% -

R (BTR5
RB) X ET
IS ZE B I 0
B % FHY T30

(Attachment of
digital signature to
electronic documents
received under ETO)

(B4n = 780 A (E
ANE D EEEEEHY
4 Z iR )

PKCS #7 v1.5 (RFC 2315)
S/MIME v3 5% v4

PDF 1.5, 1.6, 1.7 (1SO
32000-1) = 2.0 (1SO
32000-2:2020)

Fim

IZ IR (BT R MkE]) EETE
FRREMIMS @ REREHZ
% SIMIME v3 = v4 ThRERY B E &=
Pt -

BT H (2%

(E-mail security)

(i = ZE{sE A
NS BmsEET
=2yl

SIMIME v3 = v4
SPF (RFC 7208)

DKIM (RFC 6376)

P

FhiEIE (B RS EG) &K&EF#H
FRZEMNS > TRERFEHR
& SIMIME v3 5% v4 THEERY B &
R o

XML {5 B &

(XML message
encryption)

(Bign = PrisE(=
ARSI
HIREE T
% (SET) )

XML Encryption

1 B T
5] XML
&l e o —
HEEE
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XML {5 B 0%

(XML message
signing)

(0 : fRmEfE A
R R AR KT
EREE T

% (SET) )

XML-Signature Syntax
and Processing (RFC
3275)

XML Signature Syntax
and Processing v1.1

1 B 8
B HJ XML
& Tl —
L

IP 484 BT (R

2%

(1P network-level
security)

(g = el A
HEEEY)

IPsec

{8 1 PR %2

(Transport-level
security)

(il : eBeRLA
4 - (R EL(
(Y

Transport Layer Security
(TLS) v1.2 8, v1.3

BN EE
S
(Symmetric

encryption
algorithms)

(Bign « GEFAN

%)

AES

AR ERRUR N TR Ay 2 22K
¥ o AES 5 128 ~ 192 J 256
TR ERRIE > it AN FEAREHY
PREINEE - ARIEEARVERN > 2
BT 1 25 5 FEAE 5 S HE 1T A F R
TE > 7 FITHE £ F A E 8 T e 1%

il -

TS5 1 s T
BiE
(Asymmetric

encryption
algorithms)

(Bign = freaev
BN LS
PREEE)

RSA

Bl % A

DSA

HREE AR ERL -

S BT #I %7
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(Digital signature
algorithms)

(B0 = R E
P Z iR A4t
HE)

S & F 1Y RSA

JEAE ST HEIEAT AT E R E - B RIRE
PR PR B o R -

Bt % F (LAY
e ElL i BA

(Hashing algorithms
for digital signature)

(B - BA S
B TIREAVIEM £
& WIBURF P ER
HETEIFRGT
Lotus Notes )

SHA-256, SHA-384 and

SHA-512

PR ZE H % 2
AN S A8 20

(Cryptographic
message syntax for
file-based signing
and encrypting)

(N« %8 5 Ry

AR
(PDF)SZH1E )

PKCS #7 v1.5 (RFC 2315)

MR PNy
GRS

(On-line certificate
status protocol)

(FE a4 - HEIE
5 X.500 ghiEEE
ARSI > Bl
BN S T
EEEEN)

Online Certificate Status
Protocol (OCSP) (RFC

6960)
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DR#EHE BRI FRERHE |HE
RRRE
(BETX5
BB ) =32
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EEFEREK PKCS #10 v1.7 (RFC =

S 2986)

(Certification

request)

(ARCEEARYEL

HEIZE ZRAE A

BN PN

BT EF 24D

58 E RFC 5280 (X.509 v3) 5

(Certificate profile)

RS BBk 4EHY
PRSI ZEERE)
B PIAIEEED -
b IR R
(IPsec) k24 _EJEH]
EXS)

o O A A RFC 5280 (X.509 v2) 73
M
(Certificate

revocation list
profile)

BB RE
FRHIFE ] 2 ST T
e e T A
wo o BIAIBUR PED
HEE T A
&)

s E A PKCS #12 v1.0 x5
SLHE

(Certificate import /
export interface)

CER B
X.509 FHEEAYRLN
HERLHY B RE ZE A%
2 BIAEE A E
EETE A
&)
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(Cryptographic token
interface)

(& EHEARE
A SRR R
2B (HSM) R
RER - BIIBURFA
il o G
&)

PKCS #11 v2.11

Microsoft
CryptoAPI/CNG

&

IE Ry i E FH 2R T 8% Y 25 15 < i
(cryptographic tokens ) J&E %[y f&E
FREIA IR AL 8 - (E &5 0
JEF 2 vl B B e R E iy Hp—
e

S RS B4R
=t

(Cryptographic token
information syntax)

(B0 - B EE
KRR R E
HFEHIE )

PKCS #15 v1.1

A S 73 BREg A
RIEE R

(Exchange of
authentication and
authorisation
information)

(o = EFAFT
4EuE(DP)RIARHF
AN — iR —
LR (MARS))

SAML v1.1 5 v2.0

WS-Federation v1.2

B B4

(Time stamping
protocol)

C(Ban = AR
B R
DU B 55 4 2 15
S €t SR
o 2 et

RFC 3161 (X.509 PKI

TSP)

4 LR E A
PR

STIX v1.2.1 B¢ v2.0 ¢

v2.1
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(Cyber threat
information
sharing
standards)

(Ban = AR
&% o3 At B R
ZTHZEEEL
JE 7y e oR LA R
B e 51 4 5 2
=~ Bl EAILE
tte A BRI 4
EEEEHD

TAXII v1.1.1 5 v2.0 =
v2.1

TLP v2.0

Authentication
and authorisation
with distributed
identity

(BLsr =l FE %

B RS0 R 42
)

OpenID Connect 1.0
OAuth 2.0

FIDO Universal
Authentication Framework
(FIDO UAF) 1.1, 1.2

Client to Authenticator
Protocols (CTAP)

W3C Web Authentication
(WebAuthn) Level 2

OpenlID Connect (OIDC) X #& 1] (5
FASE = 7 s ES 1R R Y federation
protocol user identity -

OAuth 2.0 &=FFH P AEA i B AR
BERNERLT  H—ERFEGE TS
— RS AREAEIRFAL -

FIDO UAF E— ML - EF
AT 4 _E AR HS £ Bt A S Y 2 AR

¢
a2

CTAP EEIMEINRE Z 18 NEEE (X
4% authenticator) & & i = #% >~ B 8Y
HENET EFLLY -

WebAuthn Fil 3215 22 1% 52 & /9 B
kS A 1 RO 05 ) B O A i
FHENE IR -
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T B R (% SMTP (RFCs 5321, 5322) | &
(E-mail transport) SMTP over TLS (RFC
3207)
BT H AL = MIME (RFCs 2045, 2046, | &
. 2047, 2049, 2231, 2387,
(E-mail format) 2392, 2557, 3676, 4289,
6838, 7303)
B EP G 7 HY POP3 - R HMNEFEF | &
(Mail box access) ALz
IMAP4 revl — f2LEhEm =
EHThAEE - PR EH#R
B e B 25 Y HY ED AR
T S {2 i 17 HTTP/1.1 5 HTTP/2 S
(Hypertext transfer
protocol)
H #% & SHAFHL LDAP v3 5
(Directory access)
LI TR AR DNS 7
(Domain name
. IDN
service)
LCESL R FTP = T ZE A A& (F T P) B8 SOA 8 i 17
. . LI(HTTP)Y A B2 A e it %8sy
(File transfer) HTTP/1.1 5 HTTP/2 THEE o 2F 31 (/N AL A5 DL 1S
SFTP T E IR B R - A[ER A SFTP 20 AE
R E EER FTP/HTTP -
TE A e IR T #E 1T {5l A 85 2 %5 5 Ui
AN AE E % - R TTAR
fE % 2SO E R L (HTTP
over TLS) » DU & 232 I 4K
-
Je B & IR A &5 IPv4 i IPv4 F i AL IPVv6 J- 1% EH B2 iE
B A 45 AT IPUE i KL ZIRZR o IPv4A F1 IPVE F i~
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IPv6 E]/j!zj[:nj °
FHE 484 | TCP - b UDP ® & fEly | &
HEE RS | R
EES
W UDP — 4176 B S 15 H1
(LAN / WAN &Y
transport protocol)
I 4 1 B 4 4% IEEE 802.11b e R HA Wi-Fi gUEE Y 5 437 16 5
4 4 B 7 b
(Wireless LAN) IEEE 802.11g EEE??D R A R EERE S
\EEE 802.11n 1EFT 7 |EEE 802.11 44 E IR 4845
IEEE 802.11ac fEAET > 9 WPA2 2 WPAS JEHS
PR~ SNEE - IR
\EEE 802 11ax MR - BN 2%
https://en.wikipedia.org/wiki/Wi-
Fi_Protected_Access and
http://www.giac.org/paper/gsec/42
14/wireless-security-ieee-80211-
standards/106760
A I A 48 Y WPA2 7 WPA2 i% 8 AES $72 {t — & 5 58 /Y fii
(=3 TR o DU ER o3 1 2 S B
WPA3 FHy%sk -
(Wireless LAN
security) R WPA2 35 E 35X WPA3 - 1F
KRR BEE 2 WPA3 HARE
WP A2 BEE G & 48 4 1 38 R 1R (R 3
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Eiil BR#E AR BB AR

ERZGEE | ERBGUREE X EEEE T > flEA | WS-ReliableMessaging

Z L AE W] SEHYERE S H#A

WS-Transaction

TEFH 28 2 MY 520 (5 B XA

Constrained Application Protocol
(CoAP)

Message Queue Telemetry Transport
(MQTT) v5.0

Data Distribution Service (DDS)

T 5 R

eb XML Registry Information Model

BT S s MRS

ebXML Registry Service Specification

Joct P 48 4 ke 55 R AU A 8o o R

WS-Addressing

AR BB AL ALY — 8 XML §888 ik 15 %
FHHER AT ~ BRI — AR
Xk

WS-Policy

BURF P38 T A AR A6 5 A2 B B

Business Motivation Model (BMM)

Business Process Definition Metamodel
(BPDM)

Business Process Maturity Model
(BPMM)

Business Process Model and Notation
(BPMN)

Web Services Business Process
Execution Language (WS-BPEL)

Business Process Specification Schema
(BPSS)

BB AR 5 1 A

Service Modeling Language (SML)

I B B SR

Open Cloud Computing Interface
(occl)

Cloud Infrastructure Management
Interface (CIMI)
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I b T R Cloud Data Management Interface
(CDMI)
BEARERN MM 4 M E | Open Data Protocol (OData)
HERHUHFI A | XML &5 Y i it RELAX NG
4
NEWE & Atom
Bus s TR~ r R RO B 22 [ 448 | GML 3.3 (MHEZF % 1SO 19136-2:2015)
B 1ISO 19115-1:2014 (Geographic
information — Metadata — Part 1:
Fundamentals)
1ISO 19115-2:2019 (Geographic
information — Metadata — Part 2:
Extensions for acquisition and
processing)
ISO/TS 19115-3:2016 (Geographic
information — Metadata — Part 3: XML
schema implementation for fundamental
concepts)
OGC APIs
NE ./ BEERMIES Resource Description Framework
H 4% ] i 40 S B Y ik EPCglobal # =iy — Z51HRH RFID (Y4
&
ISO #FH— £% (1SO/IEC 18000) A
RFID 15 H & HH Y R 4R
MRE R XML H # Efficient XML Interchange (EXI)
T TE P 88 RS =X ISO/IEC 23000-19 Common Multimedia
Application Format (CMAF)
(=3 R (BT LB ZAZE T LAAE | Cryptographic Message Syntax (CMS)

ZETRF IS o RS 2 2 Y 5 3

(RFC 5652)

FEEIHE M N E E B

Elliptic Curve Cryptography (ECC)
(RFC 5753)

WS EEHEEL

ECDSA

P B 5 BRI GRS AS 5

Cryptographic Message Syntax (CMS)
(RFC 5652)

BT EFHIIRE

DMARC (RFC 7489)

B (1 FH AR AL B

HEA

SHA-3

G R O

PKCS #11 v3.0

7-23




BTBNER#RE B AR EEHSHHAR
#EE R E HREF5 RAYR AT A
XML #8 Ay 2 FE BLAURE 15 < XACML
XML 85 et & XKMS
DUAME R AR 58 5 R A BERY B (0 IRSE(E | SPML 1.0, 2.0
e SCIM 1.1, 2.0
WA RGIRY Domain Name System Security
Extensions (DNSSEC)
O AH 2 [N TP S WebSocket Protocol
HTTP/3
(RS §as HTTP/3

R
sy
@1
=111 4
p==1

Session Initiation Protocol (SIP)

H.323

BITHRF 28 51 IR R R R

Extensible Messaging and Presence
Protocol (XMPP)

FE BERL A 44855 = IS HY 2 fE 2

IETF "Multicast in MPLS/BGP IP
VPNs"

45 [ 4 4

Constrained Application Protocol
(CoAP)
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AES Advanced Encryption Standard

API Application Programming Interface

AS Autonomous System

ASCII American Standard Code for Information Interchange

B/D Bureau/Department

BGP Border Gateway Protocol

BMM Business Motivation Model

BPDM Business Process Definition Metamodel

BPMM Business Process Maturity Model

BPMN Business Process Model and Notation

BPSS Business Process Specification Schema

CAD Computer-Aided-Drafting

CIS Central Internet Services

CDMI Cloud Data Management Interface

CiMi Cloud Infrastructure Management Interface

CMIS Content Management Interoperability Services

CMS Cryptographic Message Syntax

CRL Certificate Revocation List

CRMF Certificate Request Message Format

CS Common Service

DDS Data Distribution Service

DES Data Encryption Standard

DKIM DomainKeys Identified Mail

DMARC Domain-based Message Authentication, Reporting
and Conformance

DN Departmental Network

DNS Domain name services

DP Departmental Portal

DPO Digital Policy Office

DSA Digital Signature Algorithm

DTD Document Type Definition

EAG External Access Gateway

EBCDIC Extended Binary-Coded Decimal Interchange Code

ebMS ebXML Message Service

ebXML Electronic Business eXtensible Markup Language

ebXML CPPA ebXML Collaboration Protocol Profile and Agreement

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm

ECMA European Computer Manufacturer’s Association

EPC Electronic Product Code

EPCIS Electronic Product Code Information Services

EPSF Encapsulated PostScript File

ETO Electronic Transactions Ordinance

FTP File Transfer Protocol

GCN Government Communication Network

GDS Government Directory Services
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GeoTIFF
GML
GNA
GNET
GTSA
HKSARG

HKSCS
HSM
HTML
HTTP
ICMP
ID-FF
IDN
IEEE
IETF

IF
IFCG
IGP
[ICORE
IMAP
IP

IPsec
ISO
ITG InfoStation
ITMU
LAN
LDAP
LDUP
MARS
MIME
MPEG
MS-DOS
OData
OSPF
OVF
PDF
PKCS
PML
POP
PSC
RC4
RFC
RPC
RSA
SIMIME
SAML
SCIM
SET

Geo-referenced Tagged Image File Format
Geographic Markup Language

Government Network Architecture

Government Backbone Network

Government Technology and System Architectures
The Government of the Hong Kong Special Administrative
Region

Hong Kong Supplementary Character Set
Hardware Security Module

HyperText Markup Language

Hypertext transfer protocols

Internet Control Message Protocol

Identity Federation Framework

Internationalized Domain Name

Institute of Electrical and Electronics Engineers
Internet Engineering Task Force

Interoperability Framework

Interoperability Framework Co-ordination Group
Interior Gateway Protocol

International Ideographs Core

Internet Message Access Protocol

Internet Protocol

Internet Protocol Security

International Organization for Standardization

IT in Government Information Station

IT Management Unit

Local Area Network

Lightweight Directory Access Protocol

LDAP Duplication / Replication / Update Protocol
Multiple Application Registration Service
Multipurpose Internet Mail Extensions

Moving Picture Experts Group

Microsoft Disk Operating System

Open Data Protocol

Open Shortest Path First

Open Virtualization Format

Portable Document Format

Public Key Cryptography Standards

Physical Markup Language

Post Office Protocol

Project Steering Committee

Rivest's Cipher 4

Request for Comments

Remote Procedure Call

Rivest-Shamir-Adleman

Secure Multipurpose Internet Mail Extensions
Security Assertion Markup Language

System for Cross-Domain Identity Management
Secure Electronic Transaction
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SFTP
SHA
SIP
SML
SMTP
SNIA
SOAP
SPF
SPML
SSL
STIX
TAXII
TCP
TLP
TLS
UDDI
UDP

UN/EDIFACT

USB

UTF

VPN
W3C
WAE
WAN
WOFF
WPA
WSDL
WS-BPEL
WS-BRSP
WSIL
Web
XACML
XHTML
XKMS
XML
XMLCG
XMPP

SSH File Transfer Protocol

Secure Hash Algorithm

Session Initiation Protocol

Service Modeling Language

Simple Message Transfer Protocol

Storage Networking Industry Association
Simple Object Access Protocol

Sender Policy Framework

Service Provisioning Markup Language

Secure Sockets Layer

Structured Threat Information eXpression
Trusted Automated eXchange of Indicator Information
Transmission Control Protocol

Traffic Light Protocol

Transport Layer Security

Universal Description Discovery and Integration
User Datagram Protocol

United Nation / Electronic Data Interchange for
Administration, Commerce and Transport
Universal Serial Bus

Universal Transformation Format

Virtual Private Network

World Wide Web Consortium

Wireless Application Environment

Wide Area Network

Web Open Font Format

Wi-Fi Protected Access

Web Services Description Language

Web Services Business Process Execution Language
Web Services Basic Reliable and Secure Profiles
Web Services Inspection Language

World Wide Web

eXtensible Access Control Markup Language
Extensible HyperText Markup Language

XML Key Management Specification
Extensible Markup Language

XML Co-ordination Group

Extensible Messaging and Presence Protocol
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